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thousands to help deliver healthcare to those who cannot
be easily reached by medical specialists.

More advanced applications, such as 3D computer
tomography, will soon allow for non-invasive internal
examinations and diagnosis. Advanced data mining will
allow rare and unusual medical conditions to be diagnosed
and treated more quickly and effectively.

Advances in learning

In education, ICTs are already one of the main platforms
for disseminating knowledge. This is perhaps the biggest
shift in education since the founding of the first great
higher-learning institutions, which depended on the
model of ‘lecturer’ and ‘lectured to’.

ICTs have brought two new forces to play: the death
of distance and the democratisation of information and
knowledge. As a result, distance learning has proliferated
—so much so that the world’s biggest universities are now
the Indira Gandhi National Open University in New Delhi,
India, which has three million enrolled students, and the
Allama Igbal Open University in Islamabad, Pakistan,
which has 1.8 million students.

Through various projects around the world, including
the ‘Connect a School, Connect a Community’ initiative
of the International Telecommunication Union (ITU),
computers and the internet are being brought both to
those of school age and within the community as a whole
for the first time. Children introduced at a young age to
the vast realm of knowledge that the internet offers will
stay connected as they grow.

Better-educated adults not only have families of more
manageable size, but their children also have significantly
improved survival rates, as well as better chances of

6 6 The innovative use

of ICTs will be crucial to
ensuring the world’s billions
have affordable and equitable

access to food supplies 99

an education, basic healthcare and stable, better-paid
employment. Even simple devices like an ordinary mobile
phone can have a profoundly transformational effect.

Creating a sustainable world

ICTs will be critical in helping to create a more
sustainable world in the 21st century. Smart grids,
environmental sensors, intelligent transport systems,
dematerialisation and digitalisation of goods and services,
and new ways of improving energy efficiency will drive
the transition to a low-carbon economy, while facilitating
adaptation to the effects of climate change.

With political will, a strong social conscience and a
profound desire to fulfil a humanist mandate, everyone
is fully capable of making the world a better place for all.
I am absolutely confident that together, by leveraging the
power of ICTs and innovation, we shall do so.
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esearch In Motion® (RIM) focuses on designing secure
Rand efficient solutions for enterprises and consumers.

BlackBerry® smartphones are available through 565
carriers in over 175 countries and there are 50 million BlackBerry
smartphone users. A global presence this large requires that
BlackBerry products and solutions are developed with insight
into how the value of secure online communications can be
achieved and applied across old and new world markets.

The topic of cyber security is predominant in discussions

of the worldwide growth of mobile data and communications
for consumers and enterprises. Cyber security means securing
networks from all attacks, malicious or otherwise. This is best
done within organisations through the application of a standard
cyber-security policy that both establishes governance of issue
resolution and enhances the safety of an organisation, its
partners, and its customers through the timely and appropriate
notification of security vulnerabilities, thereby minimising the
risk of exposure and possible exploitation and maintaining
valuable brand credibility. The term that signifies the cumulative
measures that individuals and organisations take to protect their
network assets (personal computers, mobile phones, servers,
and so on) is cyber defence. To understand the impact of cyber

Mobile security: the foundation of
new economic development

security and cyber defence in the global conversation, the
progress of ecommerce in all aspects of global economies, and the
concerns of everyday citizens and governments alike, we must
understand the value of security in mobile communications.

Mobile tools can foster economic growth and stability
Communications today have reached unprecedented levels
with information that is readily accessible in electronic forms
and that can be easily transferred, duplicated and shared.
Smartphones, portable computers and tablets are increasingly
being used by people to access the internet, and particularly
in emerging or developing economies, providing the sole
connection to the internet.

As the G20 addresses the financial crisis and the need
for growth of agricultural sectors, the new growth in mobile
technology has put unprecedented access to information in
the hands of independent business people, including farmers.
The G20 proposal of a database providing access to
comprehensive, reliable and regularly updated information
for agricultural markets can be more fully realised with
securely managed smartphones and tablets running
applications that connect to such a database.

-




With up-to-date information right at their fingertips, the
appropriate people can receive proactive wireless notification
about evolving situations, verify issues with colleagues, and
take action quickly. Mobile communications technology,
provided with the right level of data security, enables a
previously unforeseen potential to ensure safety and quality and
simultaneously protect government and public interests. For
example, a BlackBerry application developed for LILA Asturias
in Spain allows dairy farmers real-time access to LILAs complete
analysis of variables in dairy samples.The security of documents
sent and received on BlackBerry smartphones is recognised under
the UNE-ISO 17025 standard and fulfills LILAs certification
requirements. This validation of the BlackBerry solution allows
all stakeholders to benefit from increased quality and efficiency,
and hence profitability. For more information, see uk.blackberry.
com/newsroom/success/LILA-Asturias-(UK).pdf

The economic dependency of G20 members on
communication infrastructures will be shared more and more
by developing countries. Globally, people from all walks of life
are communicating, buying and selling on mobile devices as part
of their daily lives, and the need is stronger than ever for any
device or system that transmits data to protect confidentiality

People from all walks of life are
communicating, buying and selling on
mobile devices, and any device that
transmits data must protect confidentiality

in both fixed and mobile environments. Small and large
businesses and public-sector organisations alike need to keep
their own product-related data private but are also responsible
for protecting personal information that they store about
customers, partners and employees.

The value of security

Individuals and organisations can employ a variety of solutions,
including antivirus software, firewalls and encryption, to help
protect personal information on desktop platforms. Making
these tools available to mobile platform users is a fundamental
part of protecting their privacy and earning their trust. To

meet the public demand for secure personal and business
information, communication solutions need to provide

built-in security features that allow users to manage their
privacy protection easily and consciously.

Security should enhance consumers’ choices and be a
market differentiator. Consumers must be educated to select
solutions that best meet their communications and security
needs, and that limit their total cost of owning and configuring
a mobile device by providing security features that are
both inherent and usable. For example, on BlackBerry®
smartphones, a free mobile application for consumers called
BlackBerry® Protect allows customers to remotely back up,
restore, and locate their BlackBerry smartphones from wherever
they are via their computer. Vendors must develop products
with security features and technology that appeal to consumers
and offer them security at no additional cost, freeing them to
focus on their personal and business endeavours.

Securing the information that people store on their
smartphones is a fundamental part of protecting their
privacy. The security of a mobile platform should also
allow organisations to extend their own data and systems

to mobile applications. Mobile business solutions for the
public sector must protect information but allow mobile
personnel wireless access to case files and associated records,
emergency operating procedures, alert notifications, timely
analysis and reports — all at the point of need.

Conclusion
Security certifications assure people and organisations that
the technology they choose is trusted and suitable for use by
some of the most security-conscious organisations in the
world. The assurance that the information of a business,
however large or small, established or entrepreneurial, is secure
is an essential cornerstone in developing trust and confidence
in the online economy and its established and emerging brands.
As citizens merge their private and business lives on their
mobile devices, this principle becomes essential to their
safety and livelihood.

It is challenging for private citizens to independently
verify the security of the mobile technologies they use. To
confidently measure and evaluate a mobile solution’s security
model, many individuals and organisations — including
governments and military organisations — look to trusted third
parties that have independently verified and certified a
technology for use. Vendors that work to certify their mobile
solutions through trusted validation programmes provide
assurance to governments and consumers.

About BlackBerry security

RIM has long been a leader in mobile communications and
has a history of integrating security features into its products.
The company firmly believes that security technologies are an
important foundation for a digital economy and for the
protection of governments and citizens. BlackBerry products
and solutions have received more security accreditations
globally than any other wireless solution. The BlackBerry
solution has been approved for level EAL 4+ of the Common
Criteria for Information Technology Security Evaluation (CC),
the highest level attained by any mobile internet solution
designed for civilian use. The BlackBerry® PlayBook™ is the
first tablet approved under the FIPS (Federal Information
Processing Standard) certification from the National Institute
of Standards and Technology (NIST) for use within the
United States federal government.

Built-in security features in BlackBerry products include
the use of encryption technology and security features to
protect stored data and allow individuals to use these same
privacy protections for their personal data and the information
they choose to allow applications to access. If a device is lost
or stolen, encrypted data cannot be read by an unauthorised
person. Application controls prevent malware from accessing
sensitive personal information. The BlackBerry Enterprise
Solution also includes policy controls designed to give
organisations the ability to balance individual and enterprise
use of BlackBerry smartphones.

*22BlackBerry.

www.blackberry.com/security
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Cloud-based
services, such

as the recently
launched Google+,
are enhancing
users’ ability to
communicate and
share information

Questions of trust as we
head into the ‘cloud’

As growing numbers of internet users migrate their data from their own devices to
the servers of ‘cloud-computing’ providers, issues of policing, privacy and human
rights are coming to the fore, not least in states where democracy is lacking

By Ronald Deibert,
director, Canada
Centre for Global
Security Studies,
Citizen Lab, Munk
School of Global
Affairs, University
of Toronto
|

hough barely noticeable, a major tectonic
shift has happened in global communications.
Data previously stored only on desktops,

on hard drives and in filing cabinets has
evaporated into the ‘clouds’.

‘Cloud computing’ refers to the delivery
of software and other services as a utility over computer
networks. But the cloud has become a metaphor for the
way today’s digital lives have been dispersed into a
globally distributed mist.

Whereas, before, the internet was a self-segmented
network distinct from other means of communication,
such as television, telephony and radio, all these media
have become integrated into a single system of planetary
communications called cyberspace. This has happened
at the same time as business models and service-delivery
mechanisms for information and communications have

changed fundamentally, with the rise of social networking,
mobile connectivity and cloud computing (referred to
together here as the ‘cloud).

For large organisations, such as businesses and
governments, the cloud provides a major cost-cutting
solution. For individuals, it is convenient, reliable and fun.
For the companies that support the cloud and the various
products, services and devices that connect to it, it is an
attractive source of growing revenue and innovation.

But there are dark sides. The shift to the cloud
represents a paradigm shift in communications, which
has upset the principles, norms and rules of what used
to be just the internet. Under the internet’s operating
paradigm, the companies that ran the infrastructure took
a ‘hands-off” approach to the content that flowed through
their networks, a principle known as ‘network neutrality’.
Today, data is entrusted to vast transnational information
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As cyberspace
becomes

an object of
geopolitical
contests, clouds
will become
vectors for
cyber-espionage
and politically
motivated
attacks
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empires — such as Google, Facebook and Amazon — that
act as gatekeepers of what gets communicated and what
is accessible. Market considerations can easily outweigh
privacy and other rights concerns.

The rapid shift to an entirely new ecosystem has also
opened up unforeseen insecurities that are systematically
harvested by opportunistic actors, including criminals,
unethical businesses, and military and intelligence
agencies. Whereas at one time people’s data was only as
secure as they could protect it behind closed doors in
their offices and filing cabinets, today it is only as secure
as the companies that host it. In principle, entrusting data
to third parties should actually enhance security because
security is delegated to professionals that should have
the ability to keep up with the latest threats. But studies
have shown that cloud-computing companies are far less
concerned with security than the bottom line. Some spend
less than 10 per cent of their information technology
resources on security.

Not surprisingly, there has been a growing rash of
major security breaches across governments and the
private sector. According to Privacy Rights Clearinghouse,
nearly 600 million records have been breached due to the
roughly 2,670 data breaches made public since 2005, in
the United States alone. Included among these was the
breach of Epsilon systems, resulting in a loss of more than
60 million email addresses from more than 50 companies.
A breach of Sony servers in April 2011 resulted in the
exposure of the private data of more than 100 million
people. Major US defence contractors have also now
admitted to persistent breaches and attacks.

Although many of these breaches appear to be mostly
opportunistic hacks by anti-authoritarian groups intending
to wreak havoc against ‘the system’, a growing number
have sophisticated political and economic motivations.
Research by Citizen Lab and the SecDev Group has
uncovered cloud-based espionage networks emanating
from Chinese, Iranian, Syrian, Burmese and other national
jurisdictions pursuing numerous high-profile government,
military, political, opposition and human-rights targets
across Asia, Europe and North America.

One overarching characteristic is that the trade craft
employed by the perpetrators is usually indistinguishable
from that used in the ecosystem of cybercrime. As
cyberspace becomes an object of geopolitical contests and
a political battlefield among authoritarian regimes and
their adversaries, clouds will become vectors for cyber-
espionage and politically motivated attacks.

Transcending jurisdictions

The shift to the cloud has also created new governance
issues. While the notion of the cloud may seem ephemeral
and be experienced by users as a virtual mirage, the
infrastructure in which it is embedded involves a complex
material, logistical and regulatory infrastructure that can
span multiple political jurisdictions, from the local to the
national to the international. While the text, the image and
the video all may still seem within our immediate grasp,
on our desktops and handheld devices, they are not. Data
that we handle — that we assume is in our possession — is
transported in an instant over cables and through radio
waves from arrays of servers, many of which are far away
in another political jurisdiction. And almost all of it is
owned and operated by the private sector.

Governments looking to control cyberspace must
therefore enlist the private sector that owns and operates
the cloud to ‘police the internet’, through laws, regulations,
incentives or other types of pressures. For example, in
Canada, the government has introduced a crime bill that
would require internet service providers (ISPs) and
telecoms companies to retain user data, process the data
for law enforcement and intelligence consumption, and
share it with law enforcement representatives — all without

judicial oversight. Such arrangements are not uncommon.
Telecom carriers and ISPs not only facilitate access to
information for law enforcement, but also actually derive
revenues from doing so, and there is extensive variation
among them on how exactly they go about doing so. As

a result, citizens using different communications services
can live in entirely different universes of rights.

The downloading of policing functions to the private
sector — a phenomenon known as ‘intermediary liability’
— extends to the protection of intellectual property. It is
considered standard practice for large carriers to ‘clean
their pipes’ of malicious networks and traffic associated
with file sharing or other activities deemed copyright-
infringing. In the United States, several ISPs and carriers
have already taken on this responsibility as a voluntary
arrangement. The bottom line of business now demands it.

Manipulation by non-democratic states

Of course, what is considered intermediary liability or a
market imperative in Canada and the United States differs
quite fundamentally from the situation in Belarus, Iran,
Vietnam or China. In non-democratic countries, ISPs,
telecom carriers and mobile operators are asked to police
political content, track dissidents, identify protestors,
send threatening messages over their networks and disable
certain protocols used by adversaries — as part of the next-
generation controls emerging in cyberspace. During the
Arab Spring, for example, the Egyptian government forced
ISPs to shutter the internet and required the country’s
main mobile phone operator, Vodafone, to send mass text
messages encouraging pro-regime sympathisers to take to
the streets to counter the protestors.

Citizens can find themselves hamstrung in
jurisdictional confusion. When the US-based son of an
Iranian activist, arrested presumably after his cell phone
records were turned over to Iranian authorities by his
provider, filed a lawsuit against Nokia-Siemens in an
American court, the company argued that it was the wrong
case in the wrong jurisdiction, and that it was merely
following local law. The suit was eventually withdrawn.

In Canada, the Rogers Yahoo! internet privacy policy
states that “personal information collected for the Internet
Service may be stored and processed in Canada, the
United States or other countries and may be subject to
the legal jurisdiction of these countries”. Users might well
ask which countries and whose laws. As people’s data
evaporates into the clouds, so seemingly do their rights.

The trend towards the clouds may be irreversible, but
its direction can be shaped in ways that mitigate some
of its more serious dark sides. The private sector that owns
and operates the clouds should be required to spend as
much, if not more, effort protecting users’ privacy and
data as it does policing the internet for law-enforcement
and intelligence agencies and copyright holders. If market
forces are not enough, data-breach and privacy-by-design
laws should be introduced, both domestically and through
global cyber-security forums. Civil-society networks,
including university researchers, play an important role
as well, monitoring the private sector, uncovering and
exposing security flaws and other forms of corporate
negligence, and educating users on best practices.

More broadly, there needs to be a reinvigorated
discussion of what public transparency and accountability
mean as data levitates to the clouds and private authority
in cyberspace becomes the norm. There is an urgent need
to strengthen the protections against when data can be
shared with third parties without users’ knowledge or
permission. Private forms of authority should be subject to
the same type of rigorous checks and balances as is public
authority, especially as their operations can span political
borders where rights protections diminish. Until such
time, dark clouds will continue to grow more ominous on
the horizon, threatening to diminish human rights. ¢
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of cybersecurity, you'll need more than a firewall
ttmg burned. www.northropgrumman.com/cybersecurity

~ To really beat the bad guys, you need people,
not just computer programs. And Northrop
Grumman has the expertise and the tools to
keep your worst fears from coming true. This
is the world of cybersecurity. A world we
call home and know better than any other
company in the industry. So when you're ready
to talk to the experts about cybersecurity,
come talk to us at Northrop Grumman.
THE FACE OF CYBERSECURITY.
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Building international
cooperation in cyberspace

The speed with which information technologies are shaping the modern world has
left governments, industry and individuals exposed to fast-evolving cyber-threats.
Countries should come together to ensure a safe and secure online environment

By John Lyons,
chief executive,
International
Cyber Security
Protection Alliance

66

At a time of
economic
austerity and
uncertainty,
governments
need assistance
to develop a
toolkit of best
practices

)

yber-crime in all its facets is rapidly coming
to define the 21st century. Whether it
is Anonymous and its hacktivist friends
taking down another website, financially
motivated cyber-criminals stealing banking
data or state-sponsored hackers pilfering
intellectual property, such behaviour is now sadly the
rule and not the exception.

But it should not come as a surprise when the latest
cyber-attacks are played out in the daily paper or online
news. During the Industrial Revolution, the world
experienced tremendous innovation — a monumental
upheaval in human life, powered by machinery. From
that revolution sprang modern shipping and the rail
industries, followed later by the automotive and aircraft
industries, all growing and developing at a much more
genteel pace than today’s information revolution. That
pace allowed for supporting infrastructure to grow and
for people to become accustomed to such innovations.
There was time to educate the public and train those who
wanted to work in these developing industries.

Even with slow evolution and gentle maturation, many
major accidents and incidents claimed lives. Legislation
and regulation — or the threat of such — were needed along
the way to improve safety and security. Seatbelts had to
become compulsory in cars and manufacturers had to
introduce quality assurance and certification for their
products before they could be fitted and used in vehicles.

It should come as no surprise, then, that the rapid,
chaotic acceleration of the information technologies of
today has left governments, citizens and business caught
on the back foot. Without the time to develop at a more
sedate pace, the result is dangerous gaps in several areas,
gaps that have been greedily exploited by what can be
broadly termed cyber-criminals. Now is a good time to
pause, therefore, and rethink what structures are needed
to safeguard businesses, citizens and their governments
in this very fast-moving, internet-enabled age of
communication and technological advance.

Urgent need for global cooperation

Governments, of course, should continue to look within
their own borders to tackle cyber-crime and to introduce
measures to protect their critical national infrastructures.
But it is also imperative that they start looking outwards
at greater cooperation on a legislative and regulatory
basis. A welcome development has been the two-day
International Cyber Conference, hosted by the UK’s
Foreign and Commonwealth Office on 1 November, in
order for governments, international organisations,
non-governmental organisations and businesses to

discuss cooperation across sectors and geographical
boundaries. Five streams formed the agenda:
economic growth and development, the social benefits
of the internet, international security, cyber-crime, and
safe and reliable access.

A new era of connectivity

When it comes to international security and cyber-crime,
the Cold War days of mutually assured destruction

are over. Everyone lives and works in an incredibly
interconnected world — one look at the global financial
crisis and how it reverberated with frightening speed
across the planet reveals just how interconnected people
are. Indeed, the successes of the Arab Spring might not
have occurred had it not been for the ability of citizens to
support one another online and through social media.

Those suggesting that western countries need to
up their offensive cyber-war capabilities should tread
carefully. In the physical world, air strikes can be carried
out with a minimum of collateral damage — unmanned
airborne raids in Afghanistan are carefully engineered
to limit civilian casualties. However, this degree of
surgical precision cannot be possible with any degree of
confidence in cyberspace.

An act of cyber-war against a government department
could well cause significant damage to non-related
vital services. A denial-of-service or similar attack may,
in a worst-case scenario, take out related healthcare
or other networks that are plugged into the same
backbone. Jeopardising the safety of innocent civilians
and harming a country’s growth and prosperity in a way
that is disproportionate to the transgression that began
the exchange is dangerous, given the globalised and
interdependent nature of world economies.

At a time of economic austerity and uncertainty,
governments — especially those in developing countries
— more than ever need assistance to develop a toolkit of
best practices. But this needs to go further and aim for
international harmonisation of legislation and regulation,
while providing the law-enforcement agencies tackling
cyber-crime with the capability and capacity they badly
need. This work is of paramount importance to build a
more safe and secure internet-engaged global marketplace
— not by regulating content, but by addressing specifically
internet crime and security threats and risks.

Whether they are cyber-intrusions or cyber-attacks by
‘botnets’, carried out by rogue elements or government-
sponsored hackers, cyber-attacks could ultimately lead to
trade sanctions against a country that permits or, indeed,
sponsors them, not to mention damage to its economy.
Everybody would lose. This requires attention at senior
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governmental level, even by officials who would rather
keep their collective political heads in the sand.

Russia and China, in particular, must be part of this
debate. Both are prolific actors in cyberspace and on
the world stage, and are thus fundamental to progress
towards a safe and secure internet. There is little point
in the Chinese government heralding its stand against
spam email originating within its borders without
acknowledging the threat posed by the groups operating
there that attack other states. The same could be said
about organised criminals within Russia. This type of
state-endorsed cyber-crime damages these countries’
standing on the world stage, harms their economic
stability, and strains diplomatic and economic ties.

An inclusive approach

These countries must be part of the solution. The

G20 Cannes Summit represents a wonderful opportunity
to build upon the work of the UK conference and on

the important work of other intergovernmental groups.
This includes the Commonwealth Secretariat’s proposal

Inside the Global
Response Centre

of the International
Multilateral
Partnership Against
Cyber Threats, based
in Malaysia. Joint
international efforts
are necessary to
fight cyber-attacks

on cyber-crime, currently being considered by the
Commonwealth heads of government.

Agreements are needed on how to proceed into a new
era of political cooperation on the internet. Financing
is necessary, of course, but difficult decisions must not
be ducked because of a lack of investment. The world’s
citizens and businesses deserve to know that governments
enable and support the sustainable economic development
presented by the internet and by the huge innovation now
possible by mobile smart devices. Some of the poorest
countries can skip the significant infrastructure expense
of fixed-line communications and jump straight to a
mobile environment that can deliver new prosperity to
those who are most in need.

At a fundamental level, governments around the globe
must take the lead in ensuring that the security of today’s
communications and technology revolution is safeguarded
for everyone. There has been much progress since the
Industrial Revolution, but leaders must look to the future
if this new revolution — of a very different kind - is not to
spiral out of control into lawlessness and mutual distrust. ¢
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and partnership

Scott Charney

Corporate Vice President,
Trustworthy Computing,
Microsoft

yberattack joins terrorism and weapons of mass

destruction as one of the new, asymmetric threats that

puts nation-states at risk. To be clear, there are risks to
cyberspace other than those related to security; for example, the
increasing number of machines and applications creates a very
complex environment with challenging reliability issues, and
nations’ increased dependence on information technology makes

National governments confront many challenges in
cyberspace. These include:
¢ Reliance on interdependent, interconnected global networks;
¢ The misuse of information technologies to enable extremists to

engage in acts of violence;

e The ability of any individual to employ cyber tools to
perpetrate actions that in the physical world would normally
be limited to nation-states (such as espionage and other
significant attacks that, if conducted by a nation-state, could be
considered acts of warfare); and

e The ability of any nation, regardless of traditional measures
of sophistication, to gain economic and military advantage
through cyber programmes.

In addition to these challenges, the internet citizen — the
individual who uses cyberspace for social and commercial
interactions — is critically relevant to any solution. Unsecured
computers can turn everyday users into a launch platform for
attacks, and user fear about online security and availability
can have sweeping economic consequences. Trust in
cyberspace, on the other hand, can create new opportunities,
markets and possibilities.

Nations must plan, organise and act accordingly to develop
national cyberspace security strategies that can address these
challenges. Historically, national security strategies have been
characterised by their employment of all elements of national
power — economic, diplomatic, law enforcement, military and
intelligence. Comprehensive cyberspace security strategies
must include these elements and articulate how they will be
employed to ensure national security and public safety, ensure

the availability of systems a national and international imperative.

Advancing international
cybersecurity through strategy

economic prosperity, and assure delivery of critical services to the

public. Such strategies must also recognise the ever-mounting

importance of economic security. In the industrial age, power was

generally based on physical might; in the information age, power

is derived from information, knowledge and communications.
Articulating and advancing a clear understanding of

norms, attribution, and deterrence in the context of

cybersecurity can dramatically improve the national and

international cyberspace ecosystem.

Norms

Foreign policy and diplomatic engagements on issues related

to cyberspace security are not as focused as our efforts to
combat terrorism or stem the proliferation of nuclear weapons.

I believe that nation states should marshal their diplomatic
skills and expertise to advocate cyberspace security and increase
multilateral cooperation. I would caution that advocacy and
cooperation are not goals in themselves. We need to focus
advocacy and cooperation efforts towards specific outcomes. For
example, working with like-minded nations to articulate clearly
defined norms of nation-state behaviour in cyberspace could help
to deter state support for cyberattacks, or hold nation-states that
support such efforts accountable for their actions.

Attribution

Attribution of cyberattacks is one of the most fundamental
challenges facing the international community. The inability to
attribute attacks can greatly impede the effectiveness of a nation’s
response. Too often, valuable time is lost trying to determine if
an attack or penetration of a system was an isolated criminal
incident or one perpetrated by a foreign intelligence organisation.
Attributing the source is essential to ensuring the appropriateness
of response — criminal prosecution or military/diplomatic
measures. Absent strong attribution abilities, international and
national strategies to deter acts will not be taken seriously by

the community of attackers who thrive on this diagnostic
weakness, or by criminals who prey on citizens’ inboxes and
online accounts. Thus, we must focus on identity and
authentication in cyberspace and enhancing swift international
cooperation on cyberattacks. We must also recognise that while
greater attribution will not ensure attribution in all cases, it

will help to ensure that the number of incidents where
attribution is difficult is reduced dramatically.

Deterrence

Deterrence did not happen overnight in the Cold War; the
concept and strategy took several years to develop. Deterrence
in the information age is perhaps even more complicated owing
to the lack of attribution and the inability to identify strong
mechanisms to prevent hostile actions. But nations can learn
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Governments and private sector
shareholders must articulate a new
philosophy that starts with a simple
premise: government and private sector
efforts should be synergistic and efficient

important lessons from the nuclear experience. In the Cold War,
nations kept sensitive information secret, but disclosed enough
about their strategy and capabilities for allies and adversaries
alike to understand the commitment to national security and
nations’ ability to protect it. We must do the same for cyberspace.

Deterrence is very difficult when adversaries and bad actors
are motivated and persistent. In order to improve cyberspace
security in a meaningful way, deterrence requires a clear and
unambiguous commitment by nations and an understanding by
the spectrum of bad actors — from cybercriminals, to organised
crime and nation-states — that violations of national cybersecurity
have consequences. What makes deterrence successful is
commitment, broadly known and broadly felt.

Cyberspace security is a shared challenge and requires
government and the private sector to work together.

The private sector designs, deploys and maintains much
of each nation’s critical infrastructure. However, the private
sector faces unique challenges because its customer base and
supply chains are global. It also builds commercial products
that can be targeted by sophisticated advisories, including
nation-states. Private sector firms are increasingly being forced to
think about security challenges that cannot reasonably be

Collective
Detense

Futurs Ooline Cisoema
Babir o iople wurg Wit o Rl
iy vy o okl e

mitigated by commercially realistic development practices,
especially as users remain price-sensitive.

Governments also face challenges. Unlike certain other
traditional aspects of national security, cyberspace cannot be
secured by the government alone; it requires a coordinated
effort involving the owners, operators and vendors that
make cyberspace possible. The bifurcation of responsibility
(governments must protect national security) and control (they
do not customarily manage the assets or provide the functions
that must be protected) dictates the need for a close partnership,
with clearly defined roles and responsibilities, that optimises the
capabilities of participating stakeholders.

Governments and private sector stakeholders must articulate
a new philosophy for collaboration, one that starts with a very
simple premise: government and private-sector efforts should
be synergistic and efficient. This requires that governments
and the private sector: (1) identify those security requirements
that will be fulfilled by the market; (2) identify national
security requirements; and (3) identify how the gap between
market security and national security can be filled. This
effort must be focused on protecting functions (such as
communications) as opposed to simply physical assets.
Moreover, we must build operational partnerships that let
us effectively mitigate and respond to threats.

Microsoft
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Strengthening the
system: the need to
adjust the IMF

As the G20 faces having to redesign financial crisis-management facilities at
the global level, it may find that the most effective route is to adapt an existing
instrument — the International Monetary Fund — to current policy challenges

By Louis W Pauly,
Canada Research
Chair in
Globalization

and Governance,
University of
Toronto, and
director, research
programs, Munk
School of Global
Affairs, University
of Toronto
|
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The overarching
task for the

G20 is to take
the next steps
in building a
truly global
society that
recognises

itself as such

)

ne day last year, a European official

explained something to me. “It used to

be that whenever I had to bail out a bank,

I never worried about the taxpayers,” he

said. “Any political resistance or anxiety

could be handled simply by reminding
them that by preventing chaos in their financial system,
we were using their money to save their own assets. But
during the crisis of 2008, taxpayers saw us using their
money to bail out foreigners. From now on we have to be
mindful of a new political reality. Next time, we might not
be able to do it.” The underlying policy challenge is now
pressing, not only in Europe but globally.

It should surprise no one that bitterness and resistance
now surround the issue of saving large complex financial
institutions (LCFIs) during systemic emergencies. Nor
should it be a surprise that recent governmental actions
have led to sovereign debt crises that require collaborative
action to resolve. The situation reflects more choice
and decision than accident or error. The states now
represented around the G20 table did not stumble blindly
into this ‘new world’. After 1945, primarily for reasons
of security, they expanded trade and investment flows
across their borders. In the early 1970s, the exchange rate
system designed to facilitate those flows broke down, so
the states chose to reduce controls on ever larger cross-
border movements of short-term capital. At various
collaborative decision points since then, open markets
for goods, services and capital have appeared to promise
better economic and security outcomes than any feasible
alternative. Only the wilfully blind were unaware that the
necessary implication was deeper, and more intrusive,
political cooperation in the years ahead.

In a national setting, that kind of cooperation
ultimately entails the definitive and legitimate resolution
of problems of collective action associated with periodic
financial emergencies. It defines the very scope of
government in the financial arena. But few were, and are,
yet ready to countenance the same idea at the global level.
So the realities of the now-common life are obfuscated by
such terms as ‘mutual adjustment’, ‘reliable collaboration’
and, lately, ‘global governance’.

Governments, by definition, exist to organise
societies, oversee and redirect the benefits and the costs
of living together, and otherwise promote the common
social good. But the global society that has been evolving

since 1945 is not yet ready to accept the rights and
obligations associated with a shared future. A sense of
solidarity, or at least inevitability, remains weak. And
the common good is not yet fully recognised. But those
benefiting most from a status quo defined by integrating
markets will not willingly retreat, while those losing out
lack both the power to roll back the status quo and an
alternative vision for a better future.

A gamble with global security

The overarching task for the G20 is to take the next steps
in building a truly global society that recognises itself as
such. In the midst of mounting financial crises, the choices
before leaders and their constituents are clearer than

ever. One choice culminates in ex ante intergovernmental
agreements on fiscal burden-sharing during collective
emergencies. Despite the crisis of 2008 and its aftermath,
aligning all the relevant political forces appears too
ambitious. Even Europeans still committed to the ideal

of a single market face great difficulties in negotiating
legitimate and effective arrangements in the shadow of
imminent catastrophes. Perhaps ad hoc measures such as
those deployed in 2008, and constructive ambiguity, can
mitigate the moral hazards associated with any kind of
emergency backstopping system, whether applied to LCFIs
or to excessively indebted governments. But why gamble
with global security in this way?

Two alternatives are under debate. One is to break up
all LCFIs and ring-fence vulnerable national markets. Let
financial institutions that desire to expand abroad establish
fully capitalised subsidiaries capable of being efficiently
wound up by host countries in an emergency. Alas, the
idea is wise and elegant, but unrealistic. It discounts
the political power of many financial institutions, and
unjustifiably imagines that national authorities will give
up the idea of sustaining globally competitive national
champions, eschew greater reliance on foreign capital to
meet domestic consumption and investment needs, and
fully cooperate at crucial points in the implementation
stage. Experimenting again with capital controls and
living wills to facilitate cross-border bankruptcies seems
to provide convenient substitutes, but they only render
the core dilemma less transparent.

The other alternative is difficult, messy, inelegant
and hardly foolproof. It aims to affirm a commitment
to collaborative problem-solving, but to limit its scope
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by raising LCFI capital requirements, cooperating more
intensively on systemic risk supervision, reducing national
reliance on debt-fuelled growth and expanding emergency
standby facilities through intergovernmental instruments
such as the European Stability Mechanism.

LCFIs are likely to remain in existence. The logic of
intensive fiscal collaboration must eventually extend to the
global level. There is no realistic escape from the necessity
of fiscal burden-sharing during emergencies, and from
limiting associated risks by deeply sharing supervisory
responsibilities. The task ahead is not unprecedented.

Valuable vehicle for collaboration
In the post-1970s trade and investment-centred economic
order, that same logic led member states to adapt the
International Monetary Fund (IMF) to operate not simply
as a technical advisory agency, but as a vehicle for fiscal
collaboration and macroeconomic supervision. During
various debt crises from the 1970s through the 1990s, it
worked not perfectly, but reasonably well. The world of
1931 remained a distant memory.

Some say a better and more feasible objective now
is to adapt earlier global experiments in emergency
management, centred on networks of central banks.
This would be fine if all that was needed were temporary
liquidity facilities during foreseeable crises in an

increasingly complex system. But such hopes were clearly
dashed between 2007 and 2011. Sometimes, integrating
financial markets requires confronting solvency problems
that require fiscal responses. Routinely attempting to hide
such responses though the operations of central banks
could eventually produce a profound political backlash,
and the kind of global monetary instability the world has
been trying to avoid for the past 80 years.

Sooner or later, the G20 will find that the most
promising path forward leads back to redesigning
definitive crisis-management facilities at the global
level, and then its members will ask themselves a
simple question: why contemplate the difficult politics
of inventing a brand-new instrument, when a tested
instrument already exists in prototype?

It is time to adjust the IMF to current policy challenges.

Its callable resources need to be expanded significantly,
the political foundations upon which it rests need further
rebalancing, and the legal obligations underpinning its

surveillance authority need to be enhanced and reinforced.

The pressures that have recently drawn attention to the
Financial Stability Board and the European Financial
Stability Facility are global pressures. A serious global
instrument for financial stabilisation is required if the
effort to build enduring social and political solidarity
through integrating capital markets is to succeed. ¢
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financial stabilisation
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A laboratory to analyse a
changing world order

The G20 has prompted various reactions throughout its existence, yet one thing is
clear: in a world where the old distinctions have dissolved, it reflects complexity
and provides an arena for testing new modes of international relations

By Karoline Postel-
Vinay, senior
research fellow,
Sciences Po (Paris)

ack in early 2008, the G20 was still a little-

known ministerial-level forum that only

a few economic experts and international

analysts seemed to care about. Today, the

G20 is so well established that it seems to

be an inescapable reality. Could this be the
new centre of global leadership? This view is becoming
commonplace, generating alternately excitement or
anxiety, hope or resignation. Yet the G20 looks much
more like a construction site than an established and fully
functioning institution. It may prefigure a new mode of
global governance, the form of which is not yet known.

But, for now, the G20 is essentially a laboratory: it analyses
a changing international order and tries to organise it.

Result of metamorphosis

The G20 reflects the complexity of a world order in which
lines that were still familiar in the late 20th century have
become blurred. The ‘East’ and ‘West have disappeared,
leaving — both within the former western camp and the
opposite side — deep uncertainties regarding the promotion
of political progress. The sharp division between ‘North’
and ‘South’ has dissolved. The difference between
‘developed’ and ‘developing’ does not systematically
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Using test tubes to
grow plants in Korea.
The G2ois acting as a
testing ground for new
international codes

match national borders: China, India and Brazil are both
very rich and very poor. The issue of underdevelopment,
which used to refer to a neat wealth/poverty nexus, has
become a general problem of inequality that is de facto
transnational. International actors have changed, too.
Sovereign states, consecrated by the United Nations
system as the paramount actors in world affairs, must now
accommodate, negotiate and cooperate with a host of other
actors — public and private, subnational and supranational.
The G20, by its very composition and evolving modus
operandi, mirrors these changes.

Space for analysis
The G20 is also an arena where the world’s socioeconomic
changes are examined and where new codes and modes
of international relations are tested. It regularly calls on
the expertise of specialised organisations, such as the
Organisation for Economic Co-operation and Development
(OECD), the International Labour Organization (ILO) and
the Food and Agriculture Organization (FAO), to provide
assessments of global issues such as taxation, growth,
employment and food. The old powers of the North are
learning to work on an equal footing with the emerging
South, and the latter is increasingly part of the solution
rather than the problem. The 19 sovereign states of the
G20 are establishing new channels of communication
with regional groupings — not just the European Union
but also others, such as the New Partnership for Africa’s
Development (NEPAD) or Association of Southeast Asian
Nations (ASEAN) — that are regularly invited to the summit.
Very different countries — secular and religious,
democratic and authoritarian, highly developed and less
developed — collectively define an agenda for discussion.
Actors with often divergent interests are testing their
ability to cooperate on concrete topics such as currency,
agricultural commodities and job creation. In this era of
global impatience, the results look mixed, but they are
never insignificant. The very fact that such diverse actors
are engaged in this collective process is an achievement.
As José Manuel Barroso, president of the European
Commission and, as such, an expert in supranational
management, noted, it is indeed “a huge step forward that
would not have been possible a few years ago”.

Questions over legitimacy
The G20, according to its critics, is not legitimate, or,
according to many of its supporters, sufficiently
legitimate. The G20, say the former, does not include
all member states of the UN, particularly any least-
developed countries (LDCs). Measuring the legitimacy
of the G20 on the basis of this correct observation is to
forget that legitimacy is not an objective concept, but a
political one. In international politics, legitimacy derives
from a consistency between norms that are accepted at
a given historical moment and the actions of those who
share them. International legitimacy cannot be achieved
by simply lining up a great number of states. Yet if the
legitimacy of the G20 were only a matter of numbers, the
majority of the world population living below the poverty
line resides in emerging countries, not in LDCs. This
has to do with the very unequal pattern of development
experienced by most emerging countries — a phenomenon
amplified by the demographic size of some of them,
starting with China and India. As the major emerging
countries are represented in the G20, so are the majority
of the poorest inhabitants of the planet.

The most radical sceptics fear that the G20 is
about to take over the UN. But it is difficult to detect,
in either the G20’s declarations or its initiatives, any
intention to make such a bold bid. On the contrary,
what looks obvious is that its members, individually
and collectively, recognise the need to maintain a place
where all the world’s states can congregate.

The ‘pro-G20’ side commonly argues that the
G20 relative lack of legitimacy is counterbalanced
by efficiency. That efficiency is usually measured by
comparing UN unwieldiness with G20 swiftness.
Undeniably, the G20 reacted rapidly to the financial
crisis in 2008; it was also instrumental in reforming
voting rights at the International Monetary Fund (IMF).
But again, deciding whether a given entity (international
or domestic) is efficient depends on the definition of
its mission. In the case of the G20, this definition is an
ongoing process. So far, its mission is more limited than
that of any major international organisation.

Distinct identity

Many have said that the new ‘G’ will replace the G8.
However, as John Kirton, a longtime observer of both

the G8 and the G20, has argued, this will probably not
happen. Major topics addressed by the G8, such as
security-related ones, would be difficult — if not impossible
— to transfer to the G20 agenda. At the 2011 G8 Deauville
Summit, French president and host Nicolas Sarkozy noted
that the “democratic family” needs a place to meet. But
that family picture is incomplete: India and Brazil, at
least, should be included. In the absence of any global
association of democracies, the G8 is an imperfect, yet
useful, forum for like-minded countries.

The historical trajectories of the G8 and G20 differ
significantly. The invitation from the G7 to Russia in
1997, rather than to China, was a clear reference to the
dying repertoire of the Cold War. The G20, which was
first a G22 and then a G33, emerged from the events
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that followed the fall of the Berlin Wall, ranging from
the financial crises of the 1990s in East Asia, Russia and
Latin America to the ongoing turmoil in Europe and
the United States. Having different origins, the two ‘G’
groups are most likely to have different destinies. The
G8 has remained an informal entity, which does not
imply that the G20 should or should not do the same.
In August 2010, President Sarkozy raised the idea of a
permanent secretariat for the G20, although this quietly
disappeared from the French G20 presidency’s agenda.
Canadian analysts Roy Culpeper and Joe Ingram have
argued that their country, one of the founders of the
G20 and indeed a very engaged one, should become the
permanent home of the G20. The French could warm up
to the prospect of Montreal being to the G20 what
Brussels has been to the European Commission.

But on the eve of the Cannes Summit, the debate on
institutionalisation looks speculative, at best. The G20
is a novel framework that tries — and, in many regards,
succeeds — to reinvent international cooperation; the
organisation is obviously too busy to think whether it
should be nomadic or sedentary. ¢
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In the rapidly globalizing world of the 21st century, the Group of Eight major market democracies serves as
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Accountability in
G20 governance

Accountability and transparency are important elements in ensuring that the G20
is delivering on its commitments, but few formal mechanisms exist for holding
member countries answerable for their decisions and the subsequent effects

By Marina
Larionova,
International
Organisations
Research Institute,
Higher School of
Economics; and
Ella Kokotsis, G20
Research Group

o retain its credibility and legitimacy as the
centre of global economic governance, the
G20 must demonstrate continued value,
leadership and effectiveness. Accountability
is a critical component in demonstrating
the G20’s effectiveness, as implementing

commitments ensures that promises made are promises kept.

The question of accountability and effective follow-up
is not new to the G20. Meeting for their first summit in
Washington in November 2008, the leaders devoted a
section of their declaration to ‘Strengthening Transparency
and Accountability’. In it they emphasised the importance
of implementing their commitments through detailed
targets and timelines. In establishing an action plan
to implement principles for financial and regulatory
reform, the G20 tasked their finance ministers with the
responsibility of ensuring that the commitments were
“fully and vigorously implemented”.

In Toronto in 2010, Canadian prime minister Stephen
Harper said that accountability would be the “defining
feature” of both the G8 and G20 summits that he was
hosting. Indeed, the G8's Muskoka Accountability Report
was the product of the first comprehensive accountability
mechanism ever created by the G8 and supported by a
senior-level working group, with a consistent methodology
for reporting on key commitments.

In delivering the report as promised, the leaders
expressed their pledge to implement their decisions and
strengthen the effectiveness of their actions. Yet despite the
letter in March 2010 by Harper and leaders of the United
States, the United Kingdom, Korea and France to other G20
members asserting that “we are all accountable” and “now is
the time for the leaders of the G20 to commit themselves
and deliver on the ambitious reform objectives and agenda”,
the G20 summits in Toronto and Seoul failed to produce
an accountability mechanism similar to that of the G8.
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Much of the criticism of the G20’ accountability deficit
derives from two sources: the group’s lack of formal
authorisation and the lack of key accountability components,
including standards, sanctions, shared values, norms
and information. Nonetheless, the G20 submits to
accountability mechanisms insofar as the leaders mandate
their ministers, experts and working groups to report on
progress made on decisions rendered. In addition, the G20
often requests relevant international organisations to report
publicly on G20 compliance with their commitments. There
are also actors such as non-governmental organisations
(NGOs), academic institutions and international
organisations that hold the G20 accountable on the impact
of their decisions on economies and societies.

Reports and assessments

Since 2008, there have been 53 publicly available reports
on G20 accountability. The two main types are those
mandated by the G20 and those initiated by actors seeking
to hold the G20 accountable. The authors can be classified
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as G20 structures, international institutions, academic
institutions and NGOs. These reports address the four
accountability aspects of transparency, consultation,
evaluation and correction. Some provide evidence for each
G20 member rather than an aggregated assessment. Many
provide recommendations that promote consultation, and
some offer scores and performance ratings.

Most of these reports (29 in total, or 55 per cent) were
produced by international organisations, with 24 mandated
by the G20. Five were initiated by the World Trade
Organization (WTO), the Organisation for Economic
Co-operation and Development (OECD) and the
International Labour Organization (ILO), and assessed
G20 members’ compliance with commitments to fight
protectionism, enhance tax transparency, and promote
employment and social protection policy.

The first WTO report on compliance with the anti-
protectionist commitment made at the G20 Washington
Summit, which was published in January 2009, was not
requested by the G20. But at the London Summit later
that year, the G20 leaders called on the WTO to continue
to monitor their adherence to this commitment. Most of
the reports (18) by international organisations provided

evidence based on individual G20 members’ performances,
whereas 11 presented data in aggregated form. None

of these reports provided a scoring methodology, and

only five offered recommendations for future action.
Overall, the number of reports produced by international
organisations has been steadily increasing: two at London,
six at Toronto and eight at Seoul.

Eight reports have been produced by various G20
institutions at the mandate of the leaders. All reports
present aggregated data without an evidence base or a
scoring methodology. Furthermore, these reports do not
propose recommendations for future action, apart from the
two reports by the G20 trade finance experts group.

Seven of the reports (13 per cent) were by by academic
institutions. Nine reports (17 per cent) were released
by NGOs. These 16 reports were self-initiated, provided a
distinct evidence base and tracked individual compliance
of G20 members, thus contributing to the transparency
and credibility of the assessments. The academic
institutions assessed G20 compliance using a scoring
system and ratings, which were absent from other
accountability reports.

It is the quality and not the quantity of G20
accountability that should be addressed. Accountability
is being practised in a dispersed, but not shared, fashion.
Accountability procedures are indirect. The accountability
mechanisms are weak and need to be strengthened, and
the technocratic nature of the accountability reports
renders them inscrutable to the public. The reports by
academic institutions and NGOs lack recommendations.
International organisations either do not provide evidence
by member or do not offer reccommendations, while the
G20 structures’ reports contain neither evidence base nor
assessments nor any recommendations.

The G20s pursuit of its mission thus lacks transparency
on delivery. The individual and collective performance of
G20 members should be evaluated more rigorously, and
there should be more consultation with those affected
by G20 decisions. Addressing these shortcomings of the
accountability system may improve the G20’s performance.

Advancing G20 accountability

Two major steps are required for the G20 to advance its
accountability at its 2011 Cannes Summit. First, the G20
should recognise that effective leadership means going
beyond simply identifying inputs (such as resources
allocated and programmes created) to developing a regular,
clear and transparent reporting mechanism.

Such a mechanism would need to acknowledge its own
limitations, the most important being that of attribution.
On many environment- and development-related
initiatives, the G20 must rely on partner organisations,
NGOs, private foundations, civil society and the private
sector to contribute to the successful outcome of its goals.
G20 interventions are therefore influenced by how all
these partners and groups come together to deliver results.

As with the G8, an ongoing accountability working
group is essential in ensuring that the G20 stays on track.
It would make sure that consistent methodologies allow
for rigorous assessments, that standard and quantifiable
terms are employed, that common benchmarks and
baselines exist, and that adequate monitoring systems on
the ground provide for the timely and reliable information
essential to results-oriented reporting.

This type of self-reporting and accountability has a
positive impact. Holding themselves publicly accountable
places added pressure on G20 leaders to comply with
their global commitments. To stay on track after Cannes
to Mexico in 2012 and beyond, the G20 can enhance
its credibility as the centre of effective global economic
governance by providing candid self-assessment on its
collective accomplishments and reporting on them in a
clear, transparent and measurable way. ¢
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A role for parliaments
and civil society

The first meetings of the G20 were informal, pragmatic summits, but it is time
now for a more structured framework to be set up for the organisation, with
input from both the politicians and the civil societies of the member states

By Olivier Giscard
d’Estaing, Comité
pour un parlement
mondial
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eople have lost faith in their leaders and

their governments. This phenomenon

is apparent in the outcomes of recent

parliamentary elections, which condemn

the governments in place, whether they be

right-wing, left-wing or centrist. Worse still,
public revolts attempt to remove leaders from office,
while the leaders try to stay in power in the name of their
constitutional legitimacy. These events can lead to long
and bloody civil wars, followed by oppressive trials.

Admittedly, the current crisis in public finance, the
associated economic slowdown and rising unemployment
are a heavy burden. Daily criticism in the media
stirs public opinion and casts doubt on the ability of
governments to take reassuring corrective steps.

In reality, everyone is responsible for these public
deficits, which are the cause and consequence of
astronomical debts. These debts represent 100 per cent
of the United States’ gross domestic product (GDP). In
the eurozone, they exceed the maximum of 60 per cent
established in the Maastricht Treaty. Some governments’
and parliaments’ budgets present such deficits that they
can be financed only through government loans, with
unbearable budget liabilities in terms of interest and
repayment. Add to that the mismanagement of public
funds, errors and, in some cases, corruption.

But, overall, governments’ decisions are based on
how they perceive the need to spend to meet citizens’
requirements, expressed by voters and unions and
amplified by the media. These choices can be unpopular,
as governments are forced to make sacrifices in jobs,
the social safety net, salaries and retirement plans,
that in turn lead to decreased consumption, increased
unemployment and further dissent.

Leaders under fire
Unwavering resistance that does not protect the public
interest, but simply works to win back power, leads to the
criticism of reasonable, often courageous and potentially
effective measures. The only goal is to make people believe
in the incompetence of leaders, who are constantly under
fire for everything they do, in public and in private.
Unfortunately, parliamentarians are constantly swayed
by their concern for staying in power. Members of the
opposition believe that their only chance is to attack
the leader and his or her party, which is easy thanks to
glaring crises and inequities, and because actions are
slow to take effect. All this makes a deep and negative
impression on public opinion.
Sometimes, it is the longevity of the leaders and their
political parties that people can no longer stand. Staying

in power for too long warps those who wield it. Isolation
and arrogance, combined with supreme power, make
such leaders perfect targets for the press. Worse still are
unchecked corruption and accumulated wealth,

which can reach such proportions that they can cause
only hate and rejection.

Yet for economics and politics to work, trust is key.

It motivates and stimulates labour, investment and
consumption. How can this situation, which affects not
only states but also leaders’ meetings, particularly those

of the G8 and G20, be rectified? A good communications
policy is essential, but its effects are limited. The public’s
economic and political education, needed for understanding
complex problems and assessing proposed solutions, is
inadequate. Moreover, critics always claim that any action
is intended to keep those in power where they are.

Two possible solutions exist: basic economic and
civic education, and a new approach to the role of
parliament, which is the only way to democratise
international political life.

Economic education

From a very young age and throughout school, students
must learn about how the economy works. Their
education must also help shape their character, and
teach community involvement and responsibility. Such
schooling will generate effects in the medium term and
thus must be supplemented by short — week-long or
evening — programmes for adults, with international
participation, dealing with national and worldwide
economic and social issues.

Members of parliament and senators represent the
sovereign power of democracy. They decide the laws;
they appoint or revoke the government; they connect
power and people. So parliamentary participation in
the work of the G8 and G20 must be organised. Such
participation could take the form of two special sessions
of parliament, designated for this purpose by national or
continental parliaments, such as those of the European
Union or the African Union. Such sessions could each
last a week, and could take place three months before
and after the leaders’ meetings.

In addition, the way that the G8 and G20 operate must
be addressed, because the leaders — all remaining in power —
are the only players involved. At first, these summits were
simple consultations among leaders, like the meetings of
finance ministers at the Organisation for Economic
Co-operation and Development (OECD). The benefits
were to know each other better, to compensate for bilateral
meetings, to familiarise themselves with other national
policies and, above all, to take into account — and even
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influence — the national policies of each member country. nongovernmental organisations, government ministries,
These summits subsequently led to joint decision-making, experts and researchers to prepare the summits’ work. In
and to interventions of a financial or regulatory nature. addition, there are meetings of the members’ ministers
The expansion from the G8 to the G20 was involved in the economy and finance, domestic issues, the
necessary. The presence of new participants makes it environment, foreign affairs, health, education and research,
possible to associate great countries from all continents to name but a few, assisted by leaders’ representatives, or
with this coordination, and change the image of a G8 ‘sherpas’. These meetings are fruitful opportunities for
favouring large, wealthy states. the members to exchange ideas, share experiences and
But the will of the people, and economic necessities, establish cordial relations, as well as to present proposals
demand more: these annual meetings have become and analyses of needs and appropriate action.
exceptional opportunities for collective decision-making All of these activities are a primer for multilateral
with global impact. People expect more than the summits governance, but they lack an institutional framework for
can offer, and the resulting disappointments compromise action. To consolidate these efforts, to reassure the public,
the necessary trust they deserve. There is no institutional to manifest a concern for involving players in public
framework, no democratic participation and no system life, an institutional framework should be enshrined in a
to follow up. However, the analysis conducted by the treaty that fosters, among other things, a democratic and
University of Toronto’s G8 and G20 Research Groups parliamentary approach to global governance.
does provide detailed assessments of summits and their
follow-ups in each member state. This private initiative Input from leaders
could serve as a model for an indispensable regular The proposal of a treaty instituting the G8 or G20 should
evaluation of the leaders’ actions. be examined at the initiative of several leaders, as has
At first, the informal and pragmatic nature of the always been the case for the creation of international
summits ensured their continuation. Anglo-Saxon entities: it was on the initiative of Robert Schuman,
countries prefer this type of process, which depends on France’s minister of foreign affairs, that the six countries
experience rather than written texts for every consensus, of France, Germany, Italy, Belgium, Luxembourg and the
which is hard-won. This approach echoes an emphasis Netherlands adopted the treaty instituting the European
on jurisprudence over a civil code. But it is no longer Coal and Steel Community in 1951 — which eventually led
enough: there can be no major international action to the establishment of the EU. Similarly, the UN Charter
without first establishing and adopting the institutional was signed in 1945 by the 51 founding countries, based on
framework for its implementation. proposals drafted by the leaders of the United States, the
United Kingdom, China and Russia.
Multilateral mission This new treaty would confirm current practices, but
Given its charter and number of members, the United could also innovate to help create true global economic
Nations cannot take on this mission of multilateral governance. The terms of reference, meetings and key
economic governance. Attempts to reform its charter themes to be addressed would be specified, reaffirming
with a two-thirds majority have failed. Voting members the principle of subsidiarity and the conditions for
could not even agree on changes to the composition of admission into this international community, in which
the Security Council. And despite their beneficial role, invited members would decide to take part. Provisions
UN agencies have neither the financial means nor the would have to be made for international taxes to finance
institutional framework necessary to fulfil their missions. | Votingin a general their operations and interventions, a parliamentary
There have been UN programmes established recently election in Bermuda. assembly and a court of audit.
with medium-term objectives that mobilise global Any treaty for the The historical evolution towards a new model will
goodwill, but they lack the compelling nature needed G8 or G20 needs to take time, since many political leaders still defend their
to achieve the desired goals. foster a democratic national sovereignty. Nonetheless, such a project is the
Often under the impetus of the G8 or G20 chair and parliamentary best response to concerned citizens and anti-globalisation
as part of the presidency, national and international method of working protestors, whose revolts could mark the start of a new
meetings are organised that involve representatives from ordeal accompanied by unbearable violence. ¢
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The Astana consensus to
meet today’s challenges

Last May’s gathering of experts from a wide variety of professional communities
at the 2011 Astana Economic Forum produced a wealth of proposals for meeting
today’s economic challenges, and which should be adopted by the G20 members

By Astana
Economic Forum

n May 2011, the fourth Astana Economic

Forum assembled more than 5,000 people from

80 countries, including economists, politicians,

academics and business people to focus on

the global economy and finance, business and

investment, and society and development.
Participants included members of the Club of Madrid,
the Reinventing Bretton Woods Committee and the
G20 Research Group, as well as the Astana Club of Nobel
Prize Laureates members John Nash Jr, Roger Kornberg,
Robert Mundell, Sir James Mirrlees, Robert Aumann,
Finn Kydland and others. During the two-day forum,
they developed several recommendations for the G20.

The world economy and international
monetary system
The G20 should solve global financial imbalances,
including high price volatility and exchange-rate
disparities, a non-equilibrium system of reserve
currencies, the state of public finances of the countries
that provide the world currencies, and bias in rating
sovereign emitters and uncontrollable derivatives. Doing
so involves the following:
Forming a permanent committee to discuss creating
a subnational world currency, including choosing
the source, determining the principles for
participation, preparing the financial tools to be
denominated in the supranational currency and
identifying projects to provide such tools;
Elaborating standards for determining the key
indicators of the financial status of developed
countries in order to maintain stability and
predictable currency rates;
Moving from sovereign credit ratings by rating agencies
to ratings from authoritative international organisations
— such as the United Nations, the World Bank and the
G20 - that provide objective indicators;
Restricting investment in currency derivatives,
cutting off speculative capital from operations in
currency markets, returning to separating credit and
investment in banks.

International financial institutions

To boost the legitimacy and efficiency of the international

financial institutions, the G20 should do the following:
Give more voting rights to developing countries by
reducing the veto of the United States, decreasing
the majority required from 85 per cent to at least
70 per cent and reducing Europe’s predominance;
Consider including population and reserves in
calculating the quotas of the International Monetary

Fund (IMF), as currently 80 per cent of the formula
is based on gross national product;

Select the managing director of the IMF and the
president of the World Bank according to professional
merit, rather than maintaining the tradition of
appointing a European to the IMF and an American
to the World Bank;

Create a new IMF council that will ensure more
active participation at a high political level of
country members, which will diversify the and
rebalance quotas;

Create a mechanism for automatically recapitalising
development banks to improve their ability to react
quickly to crises.

Financial regulation and supervision

The recommendations on reforming domestic financial

regulation and supervision are as follows:
Implement the commitments agreed to by the G20;
Create an effective, transparent, independent and
authentic mechanism for all G20 members to report
their progress in implementing their commitments on
financial regulation and supervision;
Set out the principles and processes for promoting
financial regulations that would apply to all, including
developing countries;
Supplement the work of the Financial Stability
Board (FSB) by involving the private sector, which
possesses broad knowledge about complex markets,
tools and institutions.
Make financial regulation and supervision a high-grade
component of IMF consultations under Article 1V,
especially in cases where budgetary restrictions prevent
a country meeting its obligations as quickly as required;
Advance work on the shadow banking sector;
Apply bank charges only in countries where banks
and other financial institutions have needed urgent
financial support as a result of the 2007-08 financial
and sovereign debt crises;
Conduct stress tests on banks, insurance companies
and financial institutions to assure their stability in the
face of especially powerful shocks;
Establish solid regulations for the commodity markets
that allow for increased manufacturing and improved
distribution of raw materials;
Set out the principles and processes for the merger,
absorption and competition policy of stock exchanges;
Require national supervising bodies to give more
attention to regulating and supervising the housing
and commercial real-estate markets on an
international basis.
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Trade and investment

To support international trade and investment, the G20

should do the following:

+  Correct world trade imbalances by adjusting exchange
rates and stabilising internal savings;

+  Use fiscal measures to support investment and eliminate
tax dumping from offshore countries and zones;

. Maintain measures to stimulate the incomes (credit
terms, salary levels) and private business (tax stimulus
and liquidity), with special attention to low-income
developing countries;

- Increase the state’s responsibility to distribute incomes
by rebalancing the rights and responsibilities of
investors and the state;

+  Remove barriers to foreign trade and investment by
ensuring that the growing trend to selective industrial
policies does not create barriers to trade and investment
in developing countries;

+ Create investment conditions congenial to foreign
investors and investment hubs;

+  Make investors more responsible for the ecological
consequences of investments and manufacturing;

+ Help conclude the successful Doha round of
negotiations of the World Trade Organization.

Food and agriculture

To increase short- and long-term food security, the G20

should do the following:

+ Demand that governments and international
organisations expand food aid where needed by
establishing a social protection system for the local
population, preventing crisis situations early and
creating a mechanism to react quickly to possible crises;

+ Increase economic growth as the best strategy to
reduce poverty, improve food security and increase
agriculture productivity;

- Invest in social protection and social support to soften
the most serious consequences of financial shocks and
limit long-term consequences;

+  Support investments in agricultural infrastructure
as a priority by governments, international
organisations and donors;

+  Develop agricultural social infrastructure to improve
the rural business environment and human capital.

Promoting measures
to increase investment
in new innovations
—including these
solar panels and

other green energy
technologies —is one
way that the G2o

can stimulate global
economic growth

Green economy

In the short term, the green economy can provide

growth in gross domestic product, increase per capita

incomes and employment.

In the long term, it will preserve the environment
and reduce social inequality. The G20 should therefore
do the following:

- Eliminate inefficient grants and free-up national budget
resources for ecological or social priorities.

- Eliminate trade barriers for ecologically friendly
goods and services to accelerate the replacement of
old technologies and reduce pollution levels and
environmental damage caused by waste;

- Increase financing for innovation in developing
clean technologies;

+ Use fiscal stimulus to invest in the green economy;

- Increase state purchases of green goods and services;

+ Include the economic consequences of ecological
loss in national accounting systems, focusing on
biodiversity and ecosystem services that justify
additional financing and employment;

- Enhance the use of alternative energy to sharply
decrease greenhouse-gas emissions;

- Include the findings of A Global Energy and
Environmental Strategy for Sustainable Development in
the 21st Century, prepared by Nursultan Nazarbayev,
president of Kazakhstan, in the agenda of the 2012
Conference of the United Nations on Sustainable
Development (Rio+20).

+  Create a world energy ecological bank modelled on
the World Bank.

Conclusion

The 2011 Astana Economic Forum demonstrated that
a global gathering of committed experts from many
professional communities can come to consensus on
specific innovative ideas to meet the current challenges
to the global economy.

The fifth forum, on 22-24 May 2012, will thus continue
this effort on a greater scale, inviting leaders of national
governments, science, business, arts and culture to focus
on investment policy. It will also include a meeting of
heads of large companies on the eve of the forum, within
the framework of the Foreign Investors Council. ¢
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Argentina | Cristina Fernandez de Kirchner

Cristina Fernandez de Kirchner became president of Argentina in December 2007 after winning the general election in
October. She replaced her husband, Néstor Kirchner, who had been president since May 2003. She is Argentina’s second
female president, but the first to be elected. Prior to her current position, she was a senator for the provinces of Buenos
Aires and Santa Cruz. She was first elected to the Senate in 1995, and in 1997 to the Chamber of Deputies. In 2001 she
won a seat in the Senate again. Born on 19 February 1954 in La Plata, Buenos Aires, Kirchner studied law at the National
University of La Plata. She and her husband have two children. This will be Kirchner’s sixth G20 summit.

Finance minister: Amado Boudou | Central bank governor: Mercedes Marco del Pont | Sherpa: Alfredo Chiaradia

Australia | Julia Gillard
b |

Julia Gillard became prime minister of Australia on 24 June 2010, replacing Kevin Rudd, who had held the position
since 2007. Before entering into politics, Gillard worked as a lawyer. From 1996 to 1998, she served as chief of staff

to opposition leader John Brumby. Gillard was first elected as a member of the House of Representatives in 1998. She
has served in various positions, including shadow minister for population and immigration, shadow minister for
health and deputy leader of the opposition. From 2007 to 2010, Gillard served as deputy prime minister. She was born
in Barry, Vale of Glamorgan, Wales, on 29 September 1961 and emigrated to Australia in 1966. She earned a bachelor
of arts and bachelor of law in 1986 from the University of Melbourne. She lives with her partner, Tim Mathieson.

This will be second G20 summit that Gillard has attended.

Finance minister: Wayne Swan | Central bank governor: Glenn Stevens | Sherpa: Gordon De Brouwer

Brazil | Dilma Rousseff

Dilma Rousseff was elected the 36th president of Brazil on 31 October 2010 and inaugurated on 1 January 2011. In 2002,
Luiz Indcio Lula da Silva appointed her minister of energy. In 2005 she became chief of staff and remained in office until
31 March 2010, until stepping down to run for president. She was born in Minas Gerais, Brazil, on 14 December 1947.
Rouseff studied economics at the Minas Gerais Federal University School of Economics and did postgraduate studies in
economics at the Campinas State University. She is divorced from Carlos Franklin Paixdo de Aradjo, with whom she has
one child. This will be Rousseft’s first G20 summit.

Finance minister: Guido Mantega | Central bank governor: Alexandre Tombini | Sherpa: Valdemar Carneiro Léao

Canada | Stephen Harper
Y Stephen Harper was elected prime minister of Canada in January 2006, assuming office from Paul Martin in February
with a minority government. Harper ran for re-election in 2008 and again on 2 May 2011, when he returned to the
House of Commons with a majority. Before running for politics he served as a policy advisor for the Reform Party.

He was first elected as a member of parliament in 1993. He served as leader of the opposition for several years before
becoming prime minister. Harper was born in Toronto, Ontario, on 30 April 1959. He studied at the University of
Toronto and the University of Calgary, earning his master’s degree in economics in 1991. He and his wife, Laureen,
have two children. This will be the sixth G20 summit that Harper has attended.

Finance minister: James Flaherty | Central bank governor: Mark Carney | Sherpa: Louis Lévesque

China | Hu Jintao

Hu Jintao has been president of the People’s Republic of China since March 2003. He replaced Jiang Zemin, who had held
the position since 1989. Hu also serves as general secretary of the Communist Party of China’s (CPC) Central Committee
and chair of the Central Military Commission. Before entering politics he worked as an engineer. He joined the CPC in
April 1964 and began working with the party in 1968. In 1992, he was elected to the Standing Committee of the Political
Bureau of the CPC Central Committee and was re-elected in 1997. He became vice-president of China in March 1998

and vice-chair of the Central Military Commission in 1999. In 2002, Hu was elected general secretary of the CPC Central
Committee. Born in Jiangyan, Jiangsu, on 21 December 1942, he received his engineering degree from Tsinghua University
in 1965. He is married to Lui Yongqing and they have two children. This will be Hu’s sixth G20 summit.

Finance minister: Xie Xuren | Central bank governor: Zhou Xiaochuan | Sherpa: Tiankai Cui

262 G20 CANNES NOVEMBER 2011



LEADERS’ PROFILES

France | Nicolas Sarkozy

Nicolas Sarkozy became president of France in 2007, taking over from Jacques Chirac, who had held the position since
1995. Sarkozy worked as a lawyer while he pursued politics. From 1983 to 2002, he was mayor of Neuilly-sur-Seine.
He has been president of the Union pour un Mouvement Populaire since 2004. During his time in parliament he has
held several cabinet portfolios, including minister of state of the economy, finance and industry, minister of the budget
and minister of the interior. Sarkozy was born in Paris on 28 January 1955 and received his law degree from the
Université de Paris in 1978. He is married to Carla Bruni and has three children from two previous marriages. This
will be the sixth G20 summit that Sarkozy has attended, and his first as host.

Finance minister: Francois Baroin | Central bank governor: Christian Noyer | Sherpa: Xavier Musca

Germany | Angela Merkel

L

Angela Merkel became chancellor of Germany in 2005, replacing Gerhard Schroder, who had been in power since 1998.
Before entering politics she worked as a researcher and physicist. She was first elected to the Bundestag in 1990 and has
held the cabinet portfolios for women and youth, environment, nature conservation and nuclear safety. She was born in
Hamburg on 17 July 1956 and received her doctorate in physics from the University of Leipzig in 1978. She is married to
Joachim Sauer and has no children. This will be Merkel’s sixth G20 summit.

Finance minister: Wolfgang Schaubble | Central bank governor: Jens Weidmann | Sherpa: Joerg Asmussen

India | Manmohan Singh

Manmohan Singh became prime minister of India in May 2004, replacing Atal Bihari Vajpayee, who held the position
from 1998 to 2004 and also for a short period in 1996. Singh was re-elected in May 2009. Before entering into politics,
he worked as an economist, including for the International Monetary Fund. He was governor of the Reserve Bank of
India from 1982 to 1985. Singh was first elected to the upper house in 1995. He was re-elected in 2001 and 2007 and

has held cabinet positions including minister of finance and minister for external affairs. Singh also served as minister of
finance from November 2008 to January 2009. He was born in Gah, Punjab (now known as Chakwal district, Pakistan),
on 26 September 1932. He received his bachelor’s and master’s degrees from Punjab University in 1952 and 1954. He also
received an additional undergraduate degree from Cambridge University in 1957 and a doctorate from Oxford University
in 1962. He and his wife, Gursharan Kaur, have three children. This will be Singh’s sixth G20 summit.

Finance minister: Pranab Mukherjee | Central bank governor: Duvvuri Subbarao | Sherpa: Montek Singh Ahluwalia

Indonesia | Susilo Bambang Yudhoyono

Susilo Bambang Yudhoyono assumed the presidency in October 2004, replacing the incumbent Megawato Sukarnoputri.
He was re-elected for a second term in July 2009. Before entering politics, he served as a lecturer and a military general.
His first experience in politics came when he was appointed minister of mines and energy in 1999. Yudhoyono later
served as coordinating minister for politics and security. He was born on 9 September 1949 in Pacitan, East Java. He
received his doctorate in agricultural economics from the Bogor Institute of Agriculture in 2004. He and his wife,
Kristiani Herawati, have two children. This will be Yudhoyono's sixth G20 summit.

Finance minister: Agus Martowardojo | Central bank governor: Darmin Nasution | Sherpa: Mahendra Siregar

Italy | Silvio Berlusconi

sy

(.

Silvio Berlusconi became prime minister of Italy for the third time after winning the 2008 election. Before entering
politics, he started his career as a building contractor. In 1980, he established Canale 5, the first private national
television network in Italy. He also became a leading Italian publisher with Mondadori. In 1994 he resigned from
Gruppo Fininvest in order to establish the political movement Forza Italia. In the same year, he became president of
the Council of Ministers for the first time. In 2001 he became prime minister again — an office he held until 2006.
Born in Milan on 29 September 1936, he received his law degree from the University of Milan. He is separated from
Veronica Lario and has five children. This will be the sixth G20 summit that Berlusconi has attended.

Finance minister: Giulio Tremonti | Central bank governor: Mario Draghi | Sherpa: Bruno Archi
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Japan | Yoshihiko Noda

Yoshihiko Noda was appointed prime minister of Japan on 2 September 2011, after Naoto Kan resigned in August.
Noda served as finance minister since June 2010, and senior vice finance minister in 2009. He was first elected to
public office in 1987 in Chiba prefecture and then, in 1993, to the national Diet. Born in Funabashi, Chiba prefecture,
on 20 May 1957, he is a graduate of School of Political Science and Economics at Waseda University. He is married and
has two children. This will be Noda’s first G20 summit.

Finance minister: Jun Azumi | Central bank governor: Masak Shirakawa | Shevpa: Shinichi Nishimaya

Korea | Lee Myung-bak

Lee Myung-bak became president on 25 February 2008, replacing Roh Moo-hyun, who had occupied the position
since 2003. Lee joined the Hyundai Construction Company in 1965 and eventually became chief executive officer

of the Hyundai Group before being elected to the Korean National Assembly in 1992. In 2002 he was elected mayor of
Seoul, a position he held until 2006. He was born in Kirano, Osaka, Japan, on 19 December 1941. He received a
degree in business administration from Korea University in 1965. Lee and his wife, Kim Yun-ok, have four children.
This will be his sixth G20 summit.

Finance minister: Yoon Jeung-hyun | Central bank governor: Kim Choong-soo | Sherpa: Lee Jong-hwa

Mexico | Felipe Calderon Hinojosa

Felipe Calderon Hinojosa became president of Mexico in December 2006, replacing Vicente Fox, who had held the
position since 2000. In his early twenties Calderon was president of the youth movement of the National Action Party.
He later served as a local representative in the legislative assembly in the federal chamber of deputies. In 1995 he ran
for governor of Michaocédn. He served as secretary of energy from 2003 to 2004. Born in Morelia, Michoacéan, on

18 August 1962, Calderon received his bachelor’s degree in law from Escuela Libre de Derecho in Mexico City. He
later received a master’s degree in economics from the Instituto Tecnologico Auténomo de México, as well as a master’s
degree in public administration from Harvard University. He and his wife, Margarita Zavala, have three children. This
will be Calderon’s sixth G20 summit.

Finance minister: Ernesto Cordero | Central bank governor: Agustin Carstens | Sherpa: Maria de Lourdes Aranda

Russia | Dmitry Medvedev

%

Dmitry Medvedev became president of Russia in 2008, after winning the presidential election and replacing
Vladimir Putin, whose term in office had expired. Before entering politics, Medvedev worked as a legal expert and
lawyer. He was officially endorsed as a presidential candidate in December 2007 by United Russia, Russia’s largest
political party. Medvedev served as deputy prime minister from 2005 to 2008. He was born in Leningrad — now

St Petersburg — on 14 September 1965. He earned a degree in law in 1987 and a doctorate in private law in 1990
from Leningrad State University. He is married to Svetlana Medvedeva and they have one child. This will be the sixth
G20 summit that Medvedev has attended.

Finance minister: Alexei Kudrin | Central bank governor: Sergey Ignatyev | Sherpa: Arkady Dvorkovich

Saudi Arabia | Abdullah bin Abdul Aziz Al Saud

King Abdullah bin Abdul Aziz Al Saud has been in power since August 2005. He replaced Fahd bin Abdul Aziz Al Saud,
who had reigned since June 1982. As crown prince since 1987, Abdullah had previously acted as de facto regent and

thus ruler since 1 January 1996, after Fahd was debilitated by a stroke. He was formally enthroned on 3 August 2005.

He also serves as prime minister of Saudi Arabia and commander of the National Guard. Abdullah is chair of the supreme
economic council, president of the High Council for Petroleum and Minerals, president of the King Abdulaziz Centre

for National Dialogue, chair of the Council of Civil Service and head of the Military Service Council. He was born

1 August 1924 in Riyadh and has a number of wives and children. This will be Abdullah’s fifth G20 summit.

Finance minister: Ibrahim Abulaziz Al-Assaf | Central bank governor: Muhammad Al-Jasser | Sherpa: Hamad Al Bazai
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South Africa | Jacob Zuma

Jacob Zuma became president of South Africa on 9 May 2009, succeeding Petrus Kgalema Motlanthe, who had held

the position since September 2008. Zuma joined the African National Congress (ANC) in 1958 and joined the ANC’s
National Executive in 1977. In 1994, he was elected National Chair of the ANC and chair of the ANC in KwaZulu-
Natal. He was re-elected to the latter position in 1996 and selected as the deputy president in December 1997. Zuma was
appointed executive deputy president of South Africa in 1999 and held that position until 2005. He was elected ANC
president at the end of 2007. Born on 12 April 1949, in Inkandla, KwaZulu-Natal Province, he has received numerous
honorary degrees. He has three wives and several children. This will be Zuma’ fifth G20 summit.

Finance minister: Pravin Jamnadas Gordhan | Central bank governor: Gill Marcus | Sherpa: Sipho George Nene

Turkey | Recep Tayyip Erdogan

Recep Tayyip Erdogan became prime minister of Turkey in March 2003, replacing Abdullah Giil, who had occupied
the office since 2002. On 12 June 2011, Erdogan was re-elected prime minister for a third term. Before becoming prime
minister, Erdogan was mayor of Istanbul from 1994 to 1998. He was born on 26 February 1954 in Rize, Turkey, and
studied management at Marmar University’s faculty of economics and administrative sciences. He is married to Emine
Erdogan and has two children. This will be the sixth G20 summit that Erdogan has attended.

Finance minister: Mehmet Simsek | Central bank governor: Durmus Yilmaz | Sherpa: Mehmet Giiciik

United Kingdom | David Cameron

David Cameron became prime minister of the United Kingdom of Great Britain and Northern Ireland on 11 May 2010.
He was first elected to parliament in 2001 as representative for Witney. Before becoming a politician he worked for the
Conservative Research Department, and served as a political strategist and advisor to the Conservative Party. He has
been the leader of the Conservative Party since December 2005. Born in London, England, on 9 October 1966, he
received his bachelor’s degree in philosophy, politics and economics at the University of Oxford. He is married to
Samantha Cameron and has two children. This will be Cameron’s third G20 summit.

Finance minister: George Osborne | Central bank governor: Mervyn King | Sherpa: Jonathan Cunliffe

United States of America | Barack Obama

Barack Obama became president of the United States in January 2009, replacing George W Bush, who had held

the presidency since 2002. In 2005 Obama was elected to the Senate, having previously worked as a community
organiser, a civil-rights lawyer and a state legislator for Illinois. He was born on 4 August 1961 in Honolulu, Hawaii,

to a Kenyan father and American mother. He received a bachelor’s degree from Columbia University in 1983 and a law
degree from Harvard University in 1991. He is married to Michelle Obama and they have two children. This will be the
fifth G20 summit that Obama has attended.

Finance minister: Timothy Geithner | Central bank governor: Ben Bernanke | Sherpa: Michael Froman

European Union

| Herman Van Rompuy

Herman Van Rompuy was elected the first
full-time president of the European Council
on 19 November 2010. He was prime minister
of Belgium from 2008 to 2009. Before entering
politics, he was a lecturer. Born in Etterbeek,
Belgium, on 31 October 1947, he has a bachelor’s
degree in philosophy and a master’s in applied
economics from Katholieke Universiteit Leuven.
He is married to Geertrui Windels and has four
children. This will be his third G20 summit.

| José Manuel Barroso

José Manuel Barroso became president of the
European Commission in November 2004. He
was prime minister of Portugal from 2002 to
2004. He studied law at the University of
Lisbon, has a master’s degree in economics and
social sciences from the University of Geneva,
and received his doctorate from Georgetown
University in 1998. He is married to Maria
Margarida Pinto Ribeiro de Sousa Uva and has
three children. This is his sixth G20 summit.

Finance minister: Jacek Rostowski | Central bank governor: Jean-Michel Trichet | Sherpa: Antonio José Cabral
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Ernst & YOUng.........cooooiiiiiiicc 76
FLAR (Fondo Latinoamericano de Reservas) ..........cc.ccceeu... 126

FINSEA e 208
G8 Research Group .. 254
G20 Research GIroup .........ccccoioioiiiiiiiiiiiiiecceccccece 29
Government of Gibraltar.............ccocoooiiiiiiiii 84
Global Renewable Fuels Alliance..............cccococooiiiinnn. 172
GT Advanced Technologies.............ccoooiiiiiiiiiiiiii 2
HYATOMINE ..o.viiiiiie e 36
International Potato Center (CIP) ........cccocoiiiviviiiiiiiiiiieeee. 186
Intesa SANPA0LO ...c..oviiiiiiiiiiiii e 68
LErOML .o 233
KPMG ... 22
Long-Term Investors Club ...........ccoceoiiiriiiniieiicicecenas 117
IMALEAL . 64

IMASISEA ... 132
MasterCard Worldwide ............cooviriiiiiniiiiiiiceceeee 80
MDG Achievement Fund ..........ccccoooiiiiiiiiniiee 124
MEAUIOTIIC .. 160
MELLALR .o 110
IMECTOSOLT 1.t 248
Millennium INSHULE ..........ooiiiiiiiiiiiiicc e 177
MOOAY'S ... 6
Neglected Tropical Disease Non-governmental

Development Organization Network ................coooiiinne. 164
INETOTIC ...
Northrop Grumman.

OCP GTOUP.c.eiiiiiiit et
Pays de 1a LOITe ......c.oovviiiiiiiiiiicice e
PepsiCo ..o
PeLrObIas ......oouiiiiiiiiiiic e
PotashCOTp......c.ooviiiiiiiiiiicec e
Principality of Liechtenstein ...........ccococeoeoiiiiiniiineiicee 54
PwC (PricewaterhouseCOOPETS) ......c.ocvevvuirierieiiieiiiiiieiiniennns 193
RAIZENI ... 222
SAP s 243
Schneider EIeCtric .......cooiiiiiiiiiiiiiiciccecce 234
SETLECH 1. 152

Six Swiss Exchange ..

Sumitomo Chemical........coeiiiiiiiiiiiiiiice 168
SUNLECH. .ot 230
TD Bank GrOUP ...c.veoviiiiiiiieieice e 72
TERRATTICA. ..o 136
Trade & Investment KwaZulu-Natal.............cocoooiiiiiniin. 39
TrNA SOLAT ... 212
Tusiad (Turkish Industry & Business Association)................. 144
University of Saskatchewan............c..cccocoviiiiiiiiiie 44
VALE ... 30
World Gold Council..........cocooiiiiiiiiiiii e 106
YATA .o 206
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